10/5/2020

Privacy and Information
Security Legal Update

Alex Chitwood, Kelly Hollingsworth,
Norbert Kugele & Lexi Woods

October 5, 2020

N

Warner Norcross +Judd

Norbert F. Kugele

Norbert specializes in employee benefits and
privacy and information security law

Helps organizations understand and comply
with state, federal and international privacy
and information security laws, including
HIPAA, FTC, consumer privacy requirements
and breach notification laws

Counsels organizations on responding to
security breach incidents, develops privacy
policies and counsels on the EU's General
Data Protection Regulations and contracting
for cross-border data transfers
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Kelly R. Hollingsworth

» Kelly focuses on general
business and information
technology industries

Expert in cloud-based solutions
and data privacy issues

Helps clients with cybersecurity
and data privacy concerns
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Alexandra E. Chitwood

» Alex focuses on general business
and information technology
industries

Assists clients with data
privacy issues and compliance
with state and federal privacy
and information security laws
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Lexi M. Woods

» Lexiis a recent real estate and
general business associate

Assists clients with data
privacy issues and compliance
with privacy and information
security laws
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Overview

« State and Federal law recent trends

« State privacy law updates:

+  Michigan
* New York
« California
+ Nevada

« International Developments and the Privacy Shield

« Litigation and Enforcement

Warner Norcross +Judd




State Law Trends

Breach Notification Laws
e All states now have one

» Expanding definition of sensitive
information
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State Law Trends

Data Security Laws

* Requires protection of personally
identifiable information

¢ Risk-based

State Law Trends

Consumer Rights
* Notification obligations

 Individuals rights (access, correction,
deletion, opt-out, etc.)




State Law Trends

Biometric Privacy Laws

e Restrict collection of biometric information
without consent
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Federal Trends

Numerous sectoral laws—but no progress on
comprehensive privacy bill

» Consent?
» State preemption?

e Individual right to sue?
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Federal Trends

National Institute of Standards and
Technology

» Cyber Security Framework

e Other guidance on information security
practices

Cybersecurity and Infrastructure Security
Agency (CISA)
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Federal Trends

National Security

* Ban on Chinese network products

* TikTok and WeChat
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State Privacy Law Updates
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International Developments
and the Privacy Shield
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International Developments

e Comprehensive privacy laws becoming
the norm

« EU law generally the model

« Data localization effect
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Schrems Il & Privacy Shield

e EU-US Privacy Shield invalidated

» Other mechanisms left intact (for now)

» Implications for cross-border data
HEUSEIS
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International Developments

e Brazil: LGPD

¢ India: PDPB

e Thailand: PDPA
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Litigation and Enforcement
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Litigation Trends

e Private litigation
« Data breaches
< lllinois Biometric Information Privacy Act
* Fair Credit Reporting Act violations
* Telephone Consumer Protection Act

e EU litigation over GDPR and cross-border
transactions

Enforcement Trends

Federal Enforcement

* Numerous HIPAA settlements with millions in
penalties

» Privacy enforcement by FTC
Consumer privacy

Children’s privacy

State and multistate actions
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New York - Enforcement Action

¢ NY Department of Financial Services (NYDFS)

e July 21, 2020: NYDFS filed its first enforcement action
under New York’s cybersecurity regulation, against First
American Title Insurance Company

« Alleges six violations of the Cybersecurity Regulation
« First hearing is scheduled for October 26, 2020
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New York - Enforcement Action

¢ NYDFS alleges that First American failed to:
— Perform adequate risk assessments
— Maintain and implement data governance and classification policies
— Appropriately limit user access privileges
— Conduct periodic risk assessments of its cybersecurity program
— Provide regular cybersecurity awareness training

— Implement controls, including encryption

Athens Orthopedic Clinic PA

e Hacker used vendor’s
credentials

e Demanded money in
exchange for stolen data

* $1.5 million penalty +
corrective action plan
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Uber Data Breach Uber

U.S. v. Sullivan
* FTC investigated 2014 hacking event at Uber

» During investigation, Uber suffered similar attack

« Paid hackers to stay quiet
« Did not disclose second event to the FTC
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Should You Pay a Ransom?

Treasury Department’s Office of Foreign Assets
Control (OFAC):

e Paying ransom may lead to charges of violating
U.S. law.
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Conclusion

Alex Chitwood | achitwood@wnj.com | 616.752.2556

Kelly Hollingsworth | khollingsworth@wnj.com | 616.752.2714
Norbert Kugele | nkugele@wnj.com | 616.752.2186

Lexi Woods | awoods@wnj.com | 616.752.2589

Thank you!
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